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[oooi] *mw&, mmm^<DiEm^mmrr^n.m^mir^ 0 

[0002] *vh<D%\m<DMmte&&Wz.£*), <4>'*—*iyh&mft<o£tebT 

<fe><5 0 

[0003] ±5^Ufca^0^xA^*5V>T«, W»©SHSfii^, fl&tBM&fcWfc* 

mtt&tm^itmm. v^^s^*?— K^t-^vvm, mm^itmm^tm 

— temmm&tt&m^tcmmiz.m^xti, mmmit^mmm^m^m^ 
m^^xmmu &m#itt<nu&mztttttemm&m^^x&mirz> 0 ^mmm 
^■ttxn, &Mm*bm&&zftj&x$ti:^£?iz.te<>x^z><DX\ mmm^ 
tzM.x. &m&&mwmzt£9-r&rz.k&x%tj:\, \ 
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[0004] £33, ^mmm^^^x, w&m&m^x, ^^mm-r^tz.^^— 
# m& xxttM* T—ftwg) **E&~rz>z.t*m& b^w mmm^ftfo-rz 

*i'is*^-*kvxftjiik7 t -*&&mu ^v^T, n2<Dm&&z<Dfm.7 s *-*\z 
m,x g fr<Dm&mxm% ^<>xm(omm\z\'z&>x7 T —*&&<mu mk 

mrz>b\^h(Dj)mz>o —mzs ^(DXo^mm^^m^^tcmm^^^x^ 
mm^<oi i m^m^^\Hxmwj:h<DX'h^b^mmb^o 

[0005] Z.<Dfztb\^ ^&i/^*rMZ.3$\^XMU.M (Certification Authority :^T, CA)b$£ 

irzt&mft%ib%:zr4iMmmwW]*mft£tiz>z.b&— &&}x&z> 0 ca«. « 

isti, jE^xtefz^bznzm^(DteMmmwwfc^^x^ ^tubum&fczti 
x^^-b&mcom&^b^&fM^ mmk\jrz/jkmmmm^*mfettmm 
<D-m^\.xmmm(Dm^m^-^m^nt^mmummmmtv^h( 

Certificate Revocation List:^T. CKL) &$&ff&tlZ> 0 

[0006] z.<d£?k, m^m&<D'£mm&m^x*(Dm?m&zmmi-zma^ %<Dm 

mmk£titch<D)x%:\t^b%mmuz±x, ±.&<Dmmt&m&ft?zbx\ 
ftmm&b<D%L$\&®m~rz>z.b&x$z> 0 crl^^ n^mm*. 'jktoo&M 

(D&ffixmm*SWj:tz.isb^ %r<Dmmz^X\-±Z.ZXnm%.lsfo\ fc*3, ISO/I 

EC/lTUj^#>fcX. 509;gii!fiU-:i3V^ CRL^^. o£*9CRLtf>7*— 9m&1fi 
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[0007] mmz£M£&tHmmm#m*.&t. z^mm. mmt^fit^jkmmmmm<D 

[ooo8] La>ustf^ mtct£CKL&&i®mmmzffitt£titct\,xh. G-m^mmtK m 

. <>i£ym.&&xfemmk£frfcffiMmmb<Dmm & "\mx-hz> 0 ^)fc#>. mmt 
^titc^mu(Dmm^±ir^t7!)mmxh^^mmM.^h^ 0 
[0009] *&mte, ±.m<vmm&&Miku n^m^mm^t^^irzfyy^^Y^ 

^^n^^w^-r^b^^b-r^o 

[ooio] .hie @ ift£i§j&-f-5*:#>^ *mwi-£, yy^v^h^m^^xn^mm^}^ 

^mm^^^ir^^b^h^W'r^^mb, mm^^hv^h^m-t 
tt^t^mfe-r^m^gib. ^.m-r^b^m^f^m^. mmo-f^ypvxb 
Rxfmm<D*7^bvxb&mmz&nirzj&n^®ib, w^tzMcM^^y^^v 
Rumm<D^u^bv^b^mm^^^mmK±m^^m^b^mx.^ 

b*W&b1rZ> 0 

[0011] Tfrv^bV^M*. mm S &(Dif%}fti$:^-i-<DX\ ^V^Y X )^Y(D^M w\ £ 

^h^5 o &v^byxh&mmfc^.m&£ihte^b, mm m^frbmm 
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[0012] rrr% mmttMm*. m n%mmirztcMzm^^bftz>m&mt£x~m^ 

[0013] r.<Dlftj&i;ij:S^ fB^#£#t£«i-5^^-e#3 0 

wm7yvw*v*mm&n^mz-±.m%-rz>b\.xh <tv \, 

[0014] ^o^lciSi:, ^^/v^^^^^^i-^^^^r^^o 

mmttMm*. m m&mmmxm, wm$m^8tt£* mmyy^v^hb^x^ 
^mmnw^mmmm^^^mm^y^^Y^w\^xm, mim.n 
mmm%x<D^y?})xhb^x^ mmm m&nmw&um^frz^-rM 

[ooi5] z.<Dmmz£z>b, mm^nmm^M^bir^b^x^o 

xmm^m^^x^mmmmmm^hmm^m^mirmi^T^±^mmx^b 

z<Dm$K£z>b, mftT?±*mmzMmv>}b-rz>z.b&x%z>o 
^x\ m^mm^mmma. ^^Mmcxmm^ti^mm^mi-^^ 
?^tkm%:mmmx2bzbi,xh&\ 
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[0016] Z<DMmz£Zb. 7*i?#/>Mcm%:m%im&MMiWb-rz>Zb&-?%Z>o 

coon] imiwmm^m^mm^T^io(D^m^^i-m^.mx^ 0 

\2mmmmooiz^m^tix^^-^mm(D~m^'ry"-^mitmxh^> 

m3VJ*br><D^—?mm<n-m%m^—*mmmx&z> 0 
m4yjxbH<D^—*M&<D-M&^^-*m&mxfoz 0 

m8MUi/^J*lO<D±W3:W)ft&^ir7vi—^—bXhZ>o 09^e< o 

no]b^ymmioob^—yi-/^^^—^2oot<Dmxm^fh^sAc<Dm 

?&(DWlVF$:^~$-7v—^—hX-hZ> 0 

So 

mi2mmmmmi-v^b6oo<D^— ^m^—m^-rf— ?m&mx$>z> 0 

[ooi8] io mWy^r-^ 

10b IgmEv^"^ 
20 ^yb 

30 Mummm 
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30b mummm. 

40 Mimfe 

ioo vy-t^mm 

100 y^/W=»>b: 0 3.— $ 

101 AMXU 

102 Affi^lfB 

103 <£IB&*&*l»igP 

104 ^ras 

105 tiEI«*&*ftg& 

106 mmmmm^ 

107 ^BHttBf##yffiSB 

108 Bf^k$P 

200 s<— $ 
200b V±;V^i^=l— $ 

201 AfflijgP 

202 ifcigfcjOM 
202b JfctfcHtfgB 

203 mmn 

204 9W*«wtniiWB 

205 

206 mmvxh&mn 

206b SfrlMM&TO 

207 tmm&tton 

208 ft£rU*M#7M 
208 

208b mwmmimi® 

209 Mfy^NHHM«RS 

210 t&SEgB 
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210b &mu 

211 teMm&thl® 

212 a?— y^VV^fc 0 ^— ^ 

212 &Hm#&9itt 

213 £#«S 

214 

215 

216 n±u 

217 ^ 

218 # 
221 $!l^JgP 
230 i/^ALSI 
230b V^-ALSI 
300 IBfiggfr 

[0019] i. mi<omi&<Dj&B 

1. 1 MEV^AlOOfltjft 

BBSR'X^AiOH:, Bll^i-«t5^, K7>r^gi00, y-?vv=t^fc 0 ^— ^2 

ooAtmiiE^i6it3o**y«ritS^Tv ^ 0 

[0020] y^/V=i>-tV— *200te. yO?—*yh20&frLX, 3&3iEJ^£1£30l£&ffii 

Sfc, K^y^aiOO^-?— y-t-^^t 0 ^— ^200^^, ffL/BOiM{t{&40£r;frL 

[0021] iE^it30(*, ^BM^jE^tt^t-^wittW*^ K^-fy^mooa^ 
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[0022] y-j-/is=i>t°*.~- y2oon^ g#dW^brv^y^D^^UT. iaffife^ 
i-y^hHoias^— ^^ff -r^o K^iv^fiioote, y^vavtv— ?2o 

[0023] ££>^ ;<-y~r;V^M°=L~-?200\^ £ #<D^i"^M«itiE0yl#O^tt^ 

^i-y^m^j€3^f^^^^^ % -r^-^5/h2o^bT^iiE^^M3o^^b 
m^vy4ymmiooR^<—y^^^^—^2oo(D~^m^mmi'^ 

[0024] 1. 2 !ES«#300cD#|fijc 

mmmmoo^ — mt\yc^ v^**?*—^^. ?t£t*&m 

mi-%±ft<D±&mL<Dytv*^y>yy'rjTX'&Z>DVD (Digital Versatile Disc)T?fc£ 

o 
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314?r#X.-C*3«9, S?a^##|E»®#311tett x ^3^g-^MVN301^ 

>fk='^^ie^|g^314{c:^ x BS#'fk3>^-i^y3043ftS|B®$tl/TV^ o 
[0025] /<— ^a^-^MVNSOlte, fE&$E#300{CfE®£;h/rv ^-r — P^mmiS^ 

[0026] BS#^7 f >fr«^302H:, fea^S^m^^cWxVTfi^^fcfe^^ 

tt, n^O^g^^LTV^o ^Pf-^b^VTl^ SttWF^fl^^-fT^jS 

m)^mLTV^„ ^(D^^B#^V>-C, E(A, B) fit. f&A.$rJBwr, ¥:£B 

[0027] H2m*5V^tt, m^-WrJ7mm302ia^ B£-^fk?*rW'TSte(DK3. 0)RXf 
(DKIO, 0)^^lTV^ o ^tLh<Dm^t^^rmit. ^>W^#rDK3j^ 

/is=ryxj*E%MVX&&&tvrch<DX&Z> 0 
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[0028] m^t^ ; T> y ym=E (Km, Kc) 

nip#'fk=i>^ t >^304tt. 3>^^y»KcSrfflv^T. ^^^c^uf^br^y 

rr-C, Bf-JUfcTVl^yX^Ete, — ^I^LT, *jI#B£-^5£©DES(Data 
Encryption Standard) [Z.£.Z>h(&'T?&Z>o 
[0029] 1. 3 VXhDRXfiVXbH<Dffif$. 

(i)y*hD©fltj& 

TOID=1, DID=6, DID=7, DID=15^i«9»J$tV^4o<D^^|i|E0^#^ 

[0030] y;*r-D400te, ElSi^f i%^»#7-f— /VK401, WglJ^HBc^— 

/VK402, M^^^IJ-7-^-/VK403^^^y^--/VK403^^#^$ttTV ^ 
0 5^ai^##7-f— /VK401{£f*, > ? 3>'#-^DVN401a^^$^T*5«9, 
fiSU^fc7>f— /VK4021C^, HfeSiJ^402adS^$tvT*5l9, M^KbWJ^-:^ 
— /l^K403(^{i, 40<£>&S3Mb!SsS'J J PDID 411, DID 412, DID 413, DID 41 

1 2 3 4 

4f>m&i£tlX&<9, /VK403tC{i, CA©^^— ^404a/W*ft£*VC 

[0031] v%>-#-5§-DVN401a{2, y^hD400©1*!:ft£^^#-^-efcl9, 03^ 

^i-#!|-ete, rooo3j-efcs„ 

»J^|fc402ate, ^^bflRBiJ^^ — ^K403JC«HW$*tTV ^^^J^fbf^BU^ 

©fcSr^b-as*), 03^-r^j-ef*, rooo4j-efc5 0 

m%tfkf&%frI)ID 411, DID 412, DID 413, DID 414tt* fcaMM*'**^ 

12 3 4 
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mmmmm<Dm%m-%&&u m3\z^-tmx^ rooou, rooo6j. rooozj. ro 

015j-t?&5 o 

[0032] CA©^f- ^404ate, CAfc«fc*)£j&&*K MIE^— ^(OlE^^^MrT 
%tl£>(DW%>y £ —?X*h'0, CA<D$&^SK_CA£ffll^T, S?g>'##401a£ 
4fa©M8MfcMfcB'J J F-DID 411. DID 412. DID 413, DID 414fc<£r£tf>JI|I#-C 

12 3 4 

[0033] CA<Df|-£^— * 

= Sig(SK_CA, DVNllDID ||DID ||DID ||DID ) 

12 3 4 

%,£.&.&ft?mmkL,xm^z>o sK_cA«cA^tt^w^-r§^^^t-^J 

[0034] CA&W&t— *fi, y^hD400^^*ix5#7>f— y^KO#^— ^^jELV^i:Sr 
Z.<D£oiz, y*hD400te. il^k$tbXV^^il^M#<©«S«J J ?-Srg'^V''S 

<z>-c, y^hD4oo^^^y^h^i¥^ri: i b^ 0 

Jfc*5, CA(Df^f-^ii, y*hD400^3:*l£x— ^<£>5^ CA<Dm&*f—9 

&xm%\*$k&&<m<DT-?imvx£&£titc.m& r-^xh^K ca©i 

o 

[0035] Ifcfc, HtflB^^— &?\^^~*<n&t£te*<Ot><Oi>^&I^te&&te 
<5o 

[0036] (2)VXbH<Dm& 
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»J^HID=1, HID=5, HID=9, HID= 13— 16^«t«9»JT-$tv67o 

[0037] #520i^*5V^, X R]^#$tvTV^V^#-^cDft^(DE^521«, iS'J^©!^ 
{2, 3, 4}d^«^$tb. Xfp^#$tb-CV^V>#-^(D^|2F^522^. »JT-<D 

T-oS-S-do, li, i2}^^fll^n, xpp^#$tvrv^v^#-^o^<DEP^524 

tt,»JT-<£>^{l7, 18, 9999}^^*^^TV^„ 
[0038] !WH500te, m4^^i-«J;5^. v%^#^§-:7^— /V-K501, mM&J— A-K5 
02, ^»J^^—^K511^.U?^^— /^K512^)^fl|^$tvTV^ 0 v> 
3^#f7>f- /WK501fclfcJ:, ^3^#-^-HVN501a^^$tV-C*5«9, m^-Y 
~/VK502^«, m^502a^^$tbT*5«9> ^^'J^^-/VK511{c:{i > 8i® 
(DM-I^OSa, 503b, 504a, 504b, 505a, 505b, 506a, 506b#M&#ft£*VC:i3 
«9, ^£^f— /I/K512W3:, 4^O^^-^507-510^i^$tl-CV^ o 

[0039] ^r-e, v^^HVNsoiate, iWHsooomft^i^-^-efc 1 ?, m4iC 
mirmxfe, rooo3j-e&>5 0 

jjfi|fc502ate, *^^^|i|iEPJ#0|^!glJT-^^i-^EF^^m^bT*5«9, 

m4i^-rmx^ rooo4j-efco, Efla^js^-rs^^b-cv^o 

2^(D»J^-503a, 503b«, M503£«J&U 2l@<D«JT-504a, 504bte, #15 
04&#|j&U 2<@<Dg&SiJT-505a, 505btt, m505&fl|j&U 2f@Of&SlJ^-506a, 5 

[0040] m^i^irmXi^ m503«, »J^r0002j£r$te^i:U f&S'J^-r0004j£rft^£ 
f 5E^52l£^LT:i39, £&504{2, !g$iJ^ro006j£r$fc^£:U fg$lJT-r0008j£ 
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*^£-r<5EP^522£^L-OJ3«9, *&505te, »m0010j3r5k^U fflftBU^roO 
12j^S#^i-^E^523^L-C*5«9. HL506tt. TOW '0017 ]&!fcm£U fS&l 
■T" T9999J ^^^-T ; 5Era524^bTV >5 0 
[0041] »457-f— /VK512lcri, 4^@(D^7=— ^507— 510^^$tV-C*5«9s 5*7* 
— *507i3\ *&503fc:*tt&U »*7*— ^508te. m504{£*j-J&U 1-^7=^509 
IftSOSlC^U **t*— ^510tt, m506K*j-J&L-CV^o 
4^0^7^—^507-510^, Zrfl^th, CAK£.*0$LJ&£tl, y^bH500{C^* 

[0042] ^7^—^507^. CAO«HSK_CA£rfflV N "C X v%>-#-5§-HVN501ai 
,m503^^TV^»JTOlD 5033^, MJ^HID 503bb&^<D\mFfX\ 

1 2 

iSfebT^$n5»fe7*-^tc,7*^vs^r/^yx^sig*ifeLr^$tt 

= Sig(SK_CA, HVN||HID i I|HID 2 ) 

^&7*— *508te, CA(Dm^mSK_CA^m^X, v^^HVNSOla^ 
.m504(^4tvCV^»J^HID 504ai\ flfcgrj^HID 504bb%Z.(D}mf¥X\ 

3 4 

[0043] CA(Df^f-^ 

= Sig(SK_CA,HVN||HID ||HID ) 

3 4 

^£7*— *509te. CA<D$^#SK_CA£fflV^ > i^#-5§-HVN501a£ 
. m505^^tv-CV^»J^-HID 505a£\ »J^HID 505b££^HI^-C\ 

5 6 

fct>(DXh& 0 
[0044] CA(D^f— Z 

= Sig(SK_CA, HVN||HID ||HID ) 

5 6 

m%>y*— *510te. CA(DS^|iSK_CA^V>-C. v%^#-S§-HVN501a£ 
, m506{^^ttTV^f^UTOlD 506a£, f&glJ^-HID 506b££^<£>Jl!/^^ 

7 8 
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lzh<DXhz> 0 

[0045] CA©f^f-^ 

= Sig(SK CA, HVN||HID [|HID ) 

7 8 

[0046] ft*3, ftth£&« i^-f *<Oagte^b^$*b3i&Ktt 

&&f&&nz>mwM<DW&x&>^xh&\ z.<ow&. yxhrnatt^mm^^— 

[0047] i.4 v^ymmioofDm^. 

mmo3. $tf£mo4, mmm^mmos, mmmmmmo6^ ^mmm^m 

[0048] Affl;Wi02fcj\ K^^mioooftfeo^^^ic^^^J;^. ns»ffli<&« 

o 

(2) Wl03Jtt^ra*^§|5105 



WO 2005/052802 1 5 PCT/JP2004/017415 

iooG>sat3(s#ra\ cA^»^cA<D^pgiiPK_cA^A^b. Yy-fymmiootm 
[0049] mwm%tomo5te, py^mmiooto&mmmmw&temvx^Zo k 

[0050] (3)^|iE§R104 

:&IiEg|5104te % y-i-jV^M'^— ?200ti*bXmt}Ul02%lfr 1 LX^ UftV^h 

^tUU ^ttJLfc<kgS&PK_CA£ffll^-C, ^tt^ofc^y^h^*^^ 

m&tkmz&zb-tzt. m^mvtc^mmpK_cA^m^^x, ^n^tz. 
'AmmmwmK^tifrzw%T-?icttvxm%Wim.&iMir 0 m^fem^vm-r 

[0051] m&m£.\z.$&hirz>b. &hK, mmio*^ &$rv*hbtemmuwwb%m\<^ 

^-e^^jwu mm^&iftfrvxh^&thx^^^M&ia^ mm^mmm 
mm^^x^hnm-r^o m$hxh%tmwT~rz>w&ia-±, ^m^mm^it 

[0052] (4)tiEBJ?#j£{f£iSl06 
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(5)^IS«iBt^agI5107 

ir^m,m<Dmm^4o±x*mm^^mmir^tz.^(Dmm^mim^ (secure 

Authentication Channel : SAC) *m^tt<n\^'&W£MU/^^^M$:'$&Tlr 

[0053] (6)Bff-^fb8B108 

WHHb«P108tt, AW^SPlOlSr^L-T, IB^#:30075^Ht^^^^li3 

[0054] 1. 5 a?— y*f/V=i^t 0 =L— #200 

s<—y~r;v^\?=.—?200\^ g|5^i-J;5^x AW^»lfR20l, v-^x-ALSi ( A 

&=8$lf8lHlB&. Large Scale Integrated circuit) 230, ilff g&203 N #£|f&216. fftl 

■fesriK ROM, RAM, /n— Kx>fX?a.ns/K iift^^yhJte^»y(lJEfecFtt 
^^^A"Cfc5 0 litrfERAMXte^lE^— K^V^W^yMtttU 

[0055] ^^ALSI230te. H5fc^"t*J:5K:, ifci|fcH£rgi$202, ftffy^h*&^lH5206, 
ra»tei$§&207. SEPJ#iHmgP208. ftffy^M&JW«P209, 4£tiEg&21(K 
8&fe#jg&211 % ^BMW#*&«Sli212, «-^«P213, ^U21AJ8i.Xm^U21S 
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M&mmLSIX*&><9, Mcfcma*. W^n^o-fcyi*-, ROM, RAMftb'&^/vXM 
ffc&tlZ^^— ^^rAT^o BfflBRAM^fi, ^T/n^AflSflBflt 

[0056] (i) mmm^mu207^ ^^^155206, ^y^h^§P209, 

*200<D4^#IiE93#£rA#U /^-y^/v^^t^— ^200^^it$H5^^. ^ 
[0057] /^-y^/^^tV— ^2OO^^#|iE0^#^, CA^J;l9^^nfct(D-C*fc«9, 

^/^^tV-^200<Z)M3tll#«. CA2»<by;*]>H£A#U y^vvc^i^— 
^200^3g$^^tC. Mit^#t-J; , 9y^m^S:gfy^h^M206-»t5Z i * 

[0058] sf?y^ht&j^§P209^ > j-tb^ v747mmoo<Dtemmmwm<Dm®&$:7Fir 

<k§g#te#lgj$211te. ^fe, CAO^IB«iPK_CA5r^L-CV^^ 0 ^-y-TVKn 
*200(D$^ISt#te, CA^<bCA<D4^»K_CA£A^U y^A- 

=i>K°~—?2ooi>mm£tiz>m^ m^m^^cA^mmp^cA^mm 
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[0059] ^M^«W#JWIBJ204B:, ^JV^M°=l— ^200{CfiJ«9^Tibtl,fc7 i >W^D 
j j 

(2)Attl;W20i 

[0060] (3)tt|fc30&rg|S202 

jtt5£Sff§P202«, mmmmoofrtb, K^y^moo&^Am^^oisr^L 

y^hD&t^y^hHO/^— ^3^#-$§-MVN30l£^f U SfrU^h*&^§B206 

VNi:/<-> ? 3>'S-^HVN^o^:/J^?^Jtl^U, #^*#v ^sfrbi ^J®rT5o 
^*ft£*vrv >£>y^hHtei*f v ^ir^J^rL^ ii{»203& ^h20^LT 

. mmmmm3otmmu mummmo^h. ^?—*yY2om$mm g&203£ 

ftffy^b^§P206-Ji#tb, ^#bfc*«f)lg(7)y^bD^gfy^^M209 

[0061] (4)mEPJ#^fg|5208 

mEK#^f§P208fi, SEP^#^$|5207^^/^-y^-/^^t:V-^200(D^§B 
^IE0J»£^tiJU Jfcfcl. ft«fy^h*&^$P206^^$^TV^y^hH^^, 

S^/5^^^y^^ttWL, ^mbfc^W«iliEPJ#^mbfcgl55>y^hi: 

[0062] — MkVX.s<— y-^/^^tV— *200^K^PJ!»<£>ID£L-C. r0007j2rf# 
o#^^tt, mWm&im U208n, r0007j^tfEPf9T*fc5»JT-HID 504a 

3 



WO 2005/052802 19 PCT/JP2004/017415 

4 

[0063] (5)^|E§|5210 

mUM210^ K9^3£*100j5»£>, AttJ^§P201^UT, K^W^ISlOO© 

. m^-mvtccA<D^mmpK_cA^m^^x, vy^mmioooy^mmmmm^ 
mwrfzm&itt. mmtemmmwmn, iMs^jUL, w^^a^^jt 

Wrf-So $?!iEg|5210te, *©^JWf«gmSr^li«illt#«!.a$|J212^m^-t-So 
[0064] (6)<^lifiBt^a$P212 

^lB«inff#«aa$iJ2i2tt, yi-zv^vt 0 ^— ^ooirK^r^miooi:^ 

[0065] (7)^^213 
[0066] (8)^^205 
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'W*&dk £gc^mu tfe^mut^ w*«idk ^m^^x^ ^mutm^r-it^'f 

i i 

^rmi^ m-^r/i^yXA&ifcL-c, m^^rm&ZLj&u ^j&bfdg-^^vr 

[oo67] foz&fenmmfctcift^Tmttjtzjjfefe, ^(D&m^&mxmm. 
-zsmtttcib^ ^<DmmKn<^xtez.z.xfemRL<?&\ ^(D-mtL-xn^ 
mmx^xmz'gmi-z&ffiftm^tix^ ^ 0 

(9)^^214 

^ym\^ m^T/v^yx^m^x^ m^^T^ym&Zi&u &mjt&.^ 

[0068] (10)m#§P215 

K7-C^gl00 / S.t^A(±l^lH5201^LT, Bf-SH^^r^^ff U ^tt&o 

x, m^^^y&Qi&u &m^d&^^^y*&^2iQ^\tit)-irz>o 

[0069] (ll)S£lf|5216 

[0070] 1. 6 fgBE>'XrJaocDiibf£ 

(1) miiE^^A10<D^^lb^ 

^^—y^=i^t 0 ^— ^200(Ditlfej€SflfP202«, AW^$P201^bT, ^— v 5 
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[0071] K7-r^gi00OAtB^§Pl02^ N s?a>^-^©**WUB*«»t**^ 
C^^SlOl), Affi;Wl0m, fB»j«flc300a^— i?a^»#MVN30lSr 

N30i£y*— yt;vaytv- ^200^m^i"S (^^^3103)0 

a?— y^-/V=tvt°^— ^(Dittfel5ffSlS202^,K^-r^^®100^^Affli3§15201 
Sr^bT, ^3^#^MVN301^(t^(^5/^S103), S£ry;*M& 
^422^yj*hH<D^-i%^#^HVN£^mU Lfc^— i^3^##M 

ayftHVN^/^ ^3^#^MVNJ;9-£v^^te: (^s/^sios) „ iilf SC203 

JttMV*— ^5/b20^bT^|iE^^M30^*j-LTy^hHJlt^y^hD^^^i- 
S(^^7 P S106)o 

[0072] tfcfcl, MIE^Sr^ttEtSfc (^X^S106) % mHEMS«30te, Sl&rtf^MiR. 

Sfrtoy^m^u^ftff^y^hD^. v-r^^^— *2oo^{f -rs 
ysl08)„ 

it^j£ST§P202« > §gfE^g30^fe, IV*— ^s*20&tfMfsSB203<Sr;frU 
t, M%i(DyxbHRTfiM%i(DyxbD$:g:tfm (^^si08), grt5tofeift*fJK 

y ^bD^ftff y^h^§u209^±*#-r§ c^v^s 1 10) „ 

[0073] mmmmm $B208tt, SE?J3#te*flgB207a^— y^-A-a^tTa— *200<D 

*j-r5^^^^§p^y^b^i*mb(^^y o siii) % K^.wu^M«aEM#^ 

:/sii2) 0 

[0074] K^^Ml00<^tfctiEgB104te, y^/Ka^tTa— ^200^^AtH^3gi5l02 
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03fabcA<DAfflmpK_cA&m&mu m^mut^mmpK_cA^m^x, s 
vxw& tm&ifct (^tWs 1 1 3) o m%<vm-% %m.™ ^-rn^^^•^-^v ^xtk 
£*v5WJ Hf^fBgi5^•y^^^--^mTv^?,^^/5^J^fi-§ (*7^sii5) 0 

#«^-efc^.^J^TbT, £X&<D*&m$:tp±1rZ> 0 mm^^V^Hz^fiX 

\^m^\t, Mm<&mmmwmte#®x&%tmmtt(xTv-7sii6) 0 
^mu(^^sii7), m^mvti^mmmmm^Amti^io2^^x, y 

t^^ta- *200— ttJ^Ji"6 (^^S118) 0 
[0075] #Ctel, y^-/V=2VtV— ^200<D^mEla5210« > K^^SSlOOd^, Attit) 

K_cA?rfflv h^ymmioo<D^mmmmm^ML'XCA^m^fcm^(D 
&mxh&mK209K&M£t},x^z>yxhDb&m\<^x, ^h^-f^t^mmu 

^(^^^8122), ^^(D^a^^ih-T^o ^T^^Jifi-S#^i-«(^y 
y°S122) , y^/V3Vtr^— ^212<D^§||iBt^S^212^K7-r^ei00 

^H-5^JBoii{fj&40JiT^#£^^^ 

K7-r^Sl00i:^W-r^-fe5/^3^#i^^i''5 (^y^S124, ^^y^S123) 
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[0076] ^—y-r/U^^—^200(Dm^U213^ AW^§B201^L-C, 

^BiootsiStbT. fr^b3^r^y#£^5JH-5 C*t^si30) o 

*7^x/si30h aw^§pioi^lt, iE^&#:300/^B£^fc=^^y#303 

^jgiS102^bT. y^-/V=J^tTa— ^200— mtllTZ) (XryZfSlZ3)o 
[0077] y^/Va^tTa— ^2000^^213^, K9>T^iMl0Oj5»&, Am^§&20 

i^l-c, -snt-^>fb=>^^y«i^tt^9 (^^si33) . ^nm^&a! 

^212^^V>T^$n/cir^3^|i^fflV^ N ^}t^o^-mBt-i-^=^^y 
^5/^S135) 0 

[0078] HkK, HWy^©100OAffl^Sl5102«, B|HHI^^Tl^tfriB5#«»*5t 

9(^x^si35), Aw^suioi^uT, mmmmoofrbm^wf^Trnm 

y^-/V=«Vt:V— ^200<Dm-^fP205« > fEg^f£300a^ Yy^m 
m00&TJ*Am;W20l£^U-C. Bf^b^^TliP^ff UXr^S137) , 

j 

^5/^S138) 0 $CK: % ^-^$P214«, m.^213frh^itel^T^ym: 7 §Lrt%)L 
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. m^215fe^ K5M^®100K*l-l/t. At±i^§|5201^bT. Bf ^fb=*^r 
V^O^^^rttl^i - ^ (^^S140) o 
[0079] #Cf£, K7>f^gSl00(OAt±i^gPl02«, y^/Va^tTa— ^20036>bl*# 

T^y&'<— y^/V^^fa— ^200^tii^7t"5 (^^7°S142) 0 

gioosti ? Atti^§P2oi^LT. m^t^T^y^m\^(^T^si42),m 

^214d^«^3>^>^«^tt^t),^tt^o^|B3>^>^^ffiV>-C. 
^Ufe«^=i>^>^SrS^SlS216^ffi^-rS(^"7 l S'^ , S143)o tfcfc^ S£§B216 

tt, m^i®2i5frtbm^^T^y$:%:tfm. grt^ofc^-^^^y^ 

*U *r~*217RX*Xt: 0 — ^218^ttl^i-S„ ^--^217^ Ifc^fs #*»e>»«lSr^ 
44) 0 

[0080] (2) SAC(D«jf^ 

HSicolbfNcoi ^-c, 0 io^i-y n— ^-r-H£ffl v ^-ci&0Ji-5 o 

fc/cUSign( Veri( )S:§£tfctiE§l#, Gen( 

[0081] *fc.«£j£IB«CGen( 

Gen(x, Gen(y, z))=Gen(y, Gen(x, z)) <Dm&*Wt-1rk<DhirZ>o 
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[oo82] 'AMmm ^m^io7^ cAnmn\^tcmnmcert_A^^hm^-m^(^ 
=74zfmmioo<Dm%mv_A^ ^hKmr^>cA(Dm^ f-^si&_cA^hm 

[0083] <ikmm^^^M^212\^ CA(D<^§iliP_CA^fflV^-C|iE0^*Cert_A^C#-^ 
$HTV ^Z>W% ^Sig_CA^jEbV (^^^3203) 0 l&tiE 

^^hlx&v^i^ sAco^^s^^-Ti-^o £<b^ ^mmm^mmu2i 

2 ft, K^^SMl00OfiSiJ^-ID_A^, CRL{^S^$^TV>^^^d^^-rS 
(^5/^S204) o &miStlX\^M&te. SAC(DWU£&m%mTirZ> 0 
[0084] ^g||iBt^3l§P212f*, CA^frb/c|iEBJ#Cert_B^F fe 3§lSd^ic^-ttJb(^ 

7^y°S206) o d^-e«, f£l^#Cert_Bte\ y^/K^fc 0 ^— ^200<£><k|li§$i 
PK_B, a?— y^/V^^tV— *200tf>»mD_B. ^tte>{C^]-r?>CA(O^Si 
g_CAjo^#/&£;ft/tV >5 0 
[0085] ^mmm^M^107^ CA(D^mmP_CA^m^^XCeTt_BKH-¥^tlX 
VN5^Sig_CA^EUV>/0^>^SE-r^ (^5/yS207) o ^tE^^jElXft 

y^^fcV— ^200O^iJT-ID_B/6S % CRL^^£nTV ^JO^^afTTS 

^^3208)0 M^*vcv^#-£-te\ sAC(Dm^m^mr-f'?>o 

[0086] ^Pfl&Rf-^JSglS 107}*, $L#CCha_A££f&L (^X5/^S209) , $L#[Cha_A 
^^«l»t^ffi§iJ212^^f (^^S210) o 
^§S#Bf^a$P212(i, b/cCha_A^*J-b-C, g #<D^iiSK_B^ 

£^-*sig_B£:3ij&u (^5/^8211) , w& f—?si & _BZtemmm^%±m 
monzmm -rz c*-r^s2i2) 0 
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[0087] ^MS^##!f3Sm07te, S206X*&mVt£'£fflmV$J§r®MU212<D<&mmPK 

temm^tim^W^ ft J %cCha_B&3if&V(*irvZfS214). £UfcCha_B 

[0088] ^mmm^M^107\-i^{mL-tiCha_BKML-X. &gr<Dm&MSK_AXW 
^Sig_A?r^b(^^S216) , ^Sig_A^IH#iBf 
gR212^{f « (^5/^S217) 0 

^niiBf^-M§P2i2tt, s202x%mvt£<&mmm^fannio7<D4kmmPK 

fEg*aSjEL<fcl>»£\ SACcDi^^aiSr^T-t-So 
[0089] <^§BliBt-^M ! 3®gp212«, SLl:b^^b(^^7 B S219) % Key_B=Gen(b, 
Y) Srff^L (*^yy P S220) , Key_B&tefflm^&W$107Kmm ~fZ> iT^rv 
^3221)0 

^^liBt^a^lO?^, SU&a££;&U*^y:7 P S222K Key_A= Gen (a, 
Y) Srff^b (^5/^8223) , Key_A^^#Bf ^3®tP212{^2l{f 0*7^ 
y p S224) D t$bK, '£Mmm-%%mi$l07te, m#-e*^-r^lteCey_AB=Gen( 
b, Key_A) (^^S226) 0 

[0090] temm^ftM^W^ M^-e*^i-?)^Key_AB = Gen(a > Key_B)£|fL 
ffl1-5(*7Vy B S225) 0 

r^bT. <&mmm^M^io7m$<&mm^&nu2i2\^ ^Ke y _AB$r 

1. 7 
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[0091] 2. m2<D%M<DJ&m 

2. 1 ^|E^^A10b<D«^ 

gglOOlCtt, !B§«#3003S^£*L5o 
[0092] mUEv'^AlO-efi, ^#^W$<D^Xfct&$^1-fc&t^ *K^J>fb$tt/c 

T> ^.liE^^^lOb^^liEv'^^lO^fi+B^-t-^o 
[0093] ^LT, ^|E^xA10^ffijt^^^'L>ib-C^Ki-6o 

MSEv'^A10bOK^^mi00 / S.t^lE^^:300f*, -tavpfu mfjEv-^ 

fc:*5, !E^S&fr300^!e^LTV^^— v%^#-^MVN30m, IE^ft:300^ 

[0094] 2. 2 y^-A'a^tfat— ^200b<Dlfj& 

y^vVa^fcV— *200bte, yt;v="yt 0 a- *200£|^il<£>1f|/&$r^U 
, mil\Z.7F-f-£.?i^ AW^J§(S201, ^^ALSI230b, iiff 35203, i?£§B216, 

&4o, y^/wn^tfa— ^200bte, Afl^tCE:. MIE^-r^LSI, -v(9xr7 
o-fesr9\ ROM. RAM, /N-Kf^^^3.^h, iift^-— ^Keif^^t 
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[0095] ^^-y^3>-tV-^200b/5S^-r§AtiS^§l5201, iifl §15203, S£§&216, 
^J^l§P221JlWOfl|^S^{*, ^tb^tK /•?-y^/^^t°^-^200^i-^ 

iy^ALSI230b«, Hll^l"^^ J«3££tSI$202K *$Ty*M£#rt§&20 
6b. ra#^lfB207, SEPJ#^f §|5208b, &f»210b, ^|g#i^§P211, 
<^liiiB|f^S§P212, ^^213, m-^§P214^^-^§|5215^^*^$ttT 

[0096] v/^ALSI230b^^i-^|iEBJS^$15207, ^0M«&ilfe8&211, <kHfl^B£-*§- 
Mffllft212, m^213, ^-^gC214S.tJ«m-^§l5215^ ^tu-?^ v^ALSI2 

§R213. m^214RX^m^215tm--Ch^o 

^Tii, itlfcH£rl?l5202b. Sffy^h^§B206b. SEP^#^{f §|5208b. ^SE 
§15210b^oV ^-Ct^K-r^o 
[0097] (l)ftffy^h^^206b 

y^V3>-t 0 ^— ^200b(D®ljtll#}i>CA^^iiEW»WJ^!J^h600^A 
^~y^/V=^fcV-*200b^$Slit£n5gl^ §g3g3l^£9IiEPJ#»J 
^y^h600^§:ffy^h*&i^$P206b^*#iimSo 
[0098] |iEPJ#WI^y^h600{*, !3l2^-0i|iL-C^1-£5^ K^M^Sg lOO^ifc^ 
1-^liit|iE5g»^9^, »JT-ID=1, ID=2(D2oO^^|i|iEP^#^4ffi^$ 

[0099] £fc, ^<Z)|l|O#m^F^-620^^«9^$tl^5#rt{-, ^rmm^^VX)S<0, x f=p 
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M&{9}frbMi$.£ti. xmm$nx\,^^^-<Dik<D&cm620ete, mm^(D 
ii-a-ao, li, i2}frhm&isth, xmmtstitcgr%-(Dik(Dm.m620i^ wj^- 

<£>^{13, 14, 15. 16}^ib«^$^ Xpp^frf$tV-CV^VN#-^0^(DE^62 

ogi-z.mm*<DM-&{i7. is. -'}frbmf$.£tix^^ 0 

[oioo] SEK#»J^y^h600^, ®i2^-rj;5&-, ^-v^^^-zi'Keoi, m 
w&yj—^e i4, — /vK6 1 5*>yft&&;h/r v ^ 

BI^HK^-f— /wK602m, fllSiJ : 3HBc602ad5«HW$ttT*5«9 % i^MbtSiJi 1 ^^- 
/VK613^«, 2HS(D*S^»mD 603a, ID 604ad5<&jW$ttT*5«9, jffiiSfe^ 

1 2 

fa^SBBlJ^HD 606a, ID 606b, ID 607a, ID 607b, ID 608a, ID 608b^ 

3 4 5 6 7 8 

&*ft&*vr*5!9, »457-f— ^K615H1W:, 4l@©^&7 ? — *609a, 610a, 611a, 6 
12aj&S*Mrt&h/"tV3„ 

[0101] r^-C, v^^VNeOlaft, SEBj#»J^-y^h600(D-ffi:ft^i-##-e 
fc<9, mi2^-r0!|-e«, rooo3j-efc5 0 

«su^602aH: , *aMWB«J : f-7-f — ^K6 1 3 \m®i£tix\, ^mmtmsifr 

<d$&7fVX*s9s mi2\z.jrrrfflXte, rooo2j-efc5 0 

M&ilkmVmV 603a, ID 604ate, &S»ffc^#^§g«^W#tf>!&B'J##£ 

1 2 

iai2(c:^-r^Kii, rooou, 10002 j-e£>5 0 

[0102] »^605ar±,^^M^M#©^^^iS«^5Kra<O»^LT339, 

Hi2^-r^j-efi, rooo3j-efc9, Km&3mft&-t~z>z.t&mvx\,^z> 0 
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2j@tf>»J^-606a, 606bte, *&606&fl|j£U 2l@<7)»J^607a, 607^2, &&6 
[0103] [E112^^-r^jT'{*, M606te, MfeglJ^y- 10006 J ^MtV, »J^r0008j£S1& 

i-T5lzra620c^L,r*3«j, m607tt, »j^-rooioj£$fc^£u »JT-rooi2 

J^S^^i-6EP^620e^L-C*5<9, M608te. f|fcg«B-rooi7j<Sr$fc®£U fflWSU 
^ T9999J £^£1-5EP^620g£r^LTV >£ 0 

^■7*— *609«\ m606^^U *610J*, m607t£*j-J&U w^-r 

— *611tt, *&608l::*tJSU S*^— ^612tt, |EK#f^iJ^y^h600<D^:#:^ 

[0104] Am<Dm^— *609— 612te, Zrtl^tl, CAK^^^fl, 3fa<D&&7*—9 

609-6im, zti^ti. mmww^m^b6ooK^ti^ %tm-rz>&m.<D i f—9 

^h600(^*tb^^^^— ^612^^<flfcOx-^OjE^tt^iiEi-^fc«)<D 
[0105] m^xf— ^609{3 % CA(D|jHfe|iSK_CAS:fflV^, ^3^#-*§-VN601a£, 

3 4 

CA<DW&7*— *Si gi 

= Sig(SK_CA > VN||ID ||ID ) 

3 4 

*610tt, CA08H*f«SK_CAS:fflVN-C, ^3^##VN601ai:, 
M607^**VCV^»mD 607ai,»J^-ID 607bi:£r^<£>JllIff-e, 

5 6 

[0106] CA©S*f- ^Sig 

2 

=Sig(SK_CA. VNHlD ||ID ) 

5 6 
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X— *61 lte, CA©SH4f«iSK_CAS:fflV^, v%^#^-VN601at, 

7 8 

[0107] CA(Df^f- ^Sig 

3 

= Sig(SK_CA, VN||ID ||ID ) 

7 8 

*612B\ CA©jgHSf«iSK_CAS:fflV^. i%^#-8-VN601a£, 
figlJ^ID 603a^ »J^-ID 604a£, MJ^-ID 606a£, »J^ID 606b£, 

1 2 3 4 

»mD 607a£, «mD 607bt, ffl&WD 608a£, 608b£, 

5 6 7 8 

jfc&ixSiii!^— ^^^^ 

o 

[0108] CAfOm&T*—* 

=Si g (SK ca.vnIIid ||id ||id ||id ||id ||id ||id ||id o llsig ||Si g JlSig 

12345678 1 2 

[0109] (2)it^l€fTlfP202b 

ttifcj££r!?B202bte, iBfifciftftttOoa^ K9-Y^ei00&t^AW^SP20iS:^ 
ebd^fiEP^^SiJ^y^heOO^^—^a^-^VN^^-mb, H?Lfc^- ^3 
— ^3^#^MVN^^--^^^-^VN^^7)^:/J^?^lt^b, #C^*#V LV % 
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*^h20&tft§{f ^203&^LT, S§Tm<ara*WJ^y*h£$t#U 
[0110] (3)t£W*3*fi*B208b 

fcg&#y*h££. AW^«P20lS^bT, K?^3gglOO^ffi;*r*-5o 
[0111] -^J^bT,/^—y^=i^fcV-^200^^giii|iEBJ#(DIDi:b-C, ro007j£# 
o^fclji, HEW#j£fg9J208btt % ro007j^t?EPfl£^1-»mD 3 606a 

&uwmD 606bt> ca<d^£x— ^509i£^#y*h£LT^mi-3„ 

4 

mEBJ§«i£{f §&208te. ^ttJLfc^Bil^EPJ#i:«mLfc^y^h^, 

[0112] (4)&tiEg|5210b 

4&SEg|5210bte, K9>T^«100d»€>, Ami7gP201^UT, K^f^filOO 
O^M«^*^»tK«Jx^M^iW^211d^CA^|8«PK_CA*Sl5*- 
WU il^fflUfcCA©^|lttPK_CA&JBv v r, K9>T^3SiSlOO©^PI«KiEW 
#^*fbTCA^##U^^(DE^^^iiEb % JfcSEfcl^clfc'f-Sfc. iatetf>«yffi 

mmwrnn, m^xh^tmrn-r^o tfcSE«&2iobtt, ^(omm^^mmm^ 
mm&2i2~-Mjj-rz>o 
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[0113] 2. 3 mM^y^^lOb<DW}i¥ 

fgf£^;*^iaob<D®)fN*, Mm/XT J*lO<D±mftWiftkmUL>X&v), 06- 
[01 14] ^yttVN^/^ ^ytfMVN J;«9*v C^y^S 105) , *Ty 

, mmmvmwwmzmxbz&nu ^^sio9, ^r^snoi^v^, 
^#Lfcft^otE0j#f^sijT-y^h^ftify^h*&^ifB2O6b^_h#t-r^o 

[0115] TsryZf Slll\Z.$o\^X, tiEPJ#^f g&208bte. Sffy^h*&i^lfR206b{c:^$ 
[0116] ttt, XTtr-fSttMZ&^X* ^SEgP210b«:, ^tt&o;fckM8ifiEW#£ft#ry 

3. ^<Dm<D^^m 

[0117] (D±iB©mfe©^tsi"t?tt. mmk£tiiztemmmww<nm*fr*isttvxbn 
4oot, &W£teMmmwn<Dm&frfrSt?vxhH5ook*%m^ ±M(omn<D 
MM2xn, mmt^tc^mmmmm^mm^k, mw^mmmm^m^ 
^^mmmmm^h6oo^mmir^kvx^^K^m^tih<Dmm^ 
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[0118] yj*hD400, V^VH500RXfUmm^\^-V^ht^ BU^x— 

-/VK732, IgtyXfe^Wmftfr^mZ^ir^-- **7>f— /VK7 
34a>ib«J$$*irCV^ 0 
[0119] £fc, r<M<D#m^72it;iJ;^£;h^#rtK:, #«J^£^LT:fc!9, X 

#721(<::feV v T. #»J^-te. 3^<D^ffl722, 723. 724Kmft&tlX\s^ 0 ^ 
ffl722te, »J^CD^{1, 2, • • 8}frtb>mi$.£fts f5IS723« > »J^-tf>^{ 

9, 10, i6}^*j&£*k mm724^mm7-<DM&{i7, is, •••,9999} 

[0120] ®H722^*5V^ > M^-725, 726^tl$Kfc$;ft, ^ffl723&d:fcl vC, TO^-7 
27, 728^^T*fe«9. ^IS724tC4oV^, ^{18, • • 9999}{^*^»J 

A-K731. 74— ;VY7Z2%X?-74— /^K733te, ^tl^ti, ^IS722, 723, 
724^^J-JSLTV^o 

[0121] ^3^#^W— /l^K730^(i, IWD400, y;*hH500,&tHiE§J?#!&S'J^y 

J*h^8lM, |iE0J#»JT-y^b7OO(Di«:^^-r/^^3^#-^7Ola^^U-C 

/VK731^«, E^-Flag741, faffllf ^702. 1^^703, i&EiJ-T-ro 70 

4 / &Tj*»mD 705i>mm£nx^z>« 

2 

[0122] £#Flag741te, 2#r<^im>>yfl/&£*K TOOJ, T01J, riOj&tmijOV vf 

tifr<Dm&tz>o roojte, 74—sis\?73idm&4k£titcm^%m*i^lrb<DX 
hZ>z.k&mm^X&V^ route, /wK73ids*g^$tt^»J^-o«6ffl^ 
'ThVXhZZ.b&mmL'Xte'O, riojfi. /PK731^^^|^iJ^-^>er{c 
^-T^<DT^^^^bT*5D, rilj«, /VK731^^r^f^S(J^-(D^IS 
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[0123] |2#741fit, tOO]XhZ><DX\ ^K731tt, M^ffc^/cTO^SM®* iCa* 

if #702te, roooi:0008jT*fe«9, ^tuli. »Woooij£5fe»U f&BU^roo 

08 J ^S^-^i-^^IS^LTV >5 C 

[0124] wj^-m703te\ mm(Dmmi^^n^m^t^tbtc.m^(D^^ir 0 -<dm 

i^lrfflX^ mW\^703^ 10002 jT*&*K ^.tlit, &^k£;ftfc«JW2 

1 2 

/VK732fU^ E#Flag742, ^fflft$&706, »J^!fc707, »J^ID 3 70 

4 

[0125] |K#Flag742}3:, E#Flag74l£|l^-e&>5„ E#Flag742te, TlOj-Cfe 

%<DX\ ~74~ /VK732fi, ^$l&»JT-£rf@* ^^-r o 

mmmmo6fe, ^—/W732K^tv5mm^irmm z f-(D^m723^u 

it$ft706te\ rooo9:OOi6jT^, zxm. iTO^-rooo9j£r^m£U fW^roo 

1 6 j ^mt-r^m^^xv ^ a 
[0126] wj^707f*, mm<Dffim^*thzmwmwfr<Dm&^'r 0 ^<Dm^-r 

f^SU^ID 708.&.tTOmD 709te, *$J&»J ^^LTV 

3 4 

^-/VK733^«, |K#Flag743, fgffllf^lO, £&ifc711, »mD 712a 

5 

RTfm%mr> 712b^^^$ttTV^„ 

6 

[0127] E#Flag743te, E#Flag74l£|!3trefc5 0 ^t?, E#Flag743te, Tllj-efe 
%<DX\ -74— /l^K732{*. W^&f&S'J^^ISSr^-ro 

^IStf^lOte, ^K733(C^tU)if#^-t-^lJ^-^ffl724^b, 
^^ffl72405fe^fiS>J^^ft^SiJT-t/;)^e>«^*l^>o -oia^-r#i-m. 
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$5BHf $R710{3:, ro017:9999j-efcD, ^ftfe, m^0017j^mtU 
r9999j^*^«f5IS^b-CV^ 0 

[0128] mmim. mm<D^m^iiiti%mw3:m^<D&m<nWL&^ir 0 

5 6 

^ttv^o roEK^-f-^J-m, rooi8jjtT^r9999j-efeDx rooisj&^rgg 

999 J -efc^^^UTV n5„ 
[0129] ^^-/VK734^f* x CAWf^f- ^713, 714S.U?715^^$^, 94 
^—^713, 714^715^, ^tl^tl, 37^-/1^731, 732,&U?733^*j-J&LT 

^■4^-^713^. CA<D|&&#SK_CA£^T. |Z#Flag741^ ^IS1t^7 
02^;£ft52j@tf>SS$IJ^ i^3>-#^-VN701i, aB'J^ID i 704£, »J^- 
ID 705t£ri<Dl|^-C% ig^UT^^^^ii^^-^l-, ^v^A^&T/l^y 

2 

[0130] CAOfi&f- ^Si gi 

= Sig(SK#CA, Flag||O00l||0008||VN||lD i ||ID 2 ) 

f^f- *714te, CA<7)|fr?g^SK_CA£rfflV>-C, E#Flag742£, ®HM7 
06^£;ft524@(D«J^ v ? 3>'#-^VN701^ % »JT"ID 3 708t, f^SIJ^- 
ID 709t^OjlH^T% Wtii^X£.)$,£tlZ>m%;<T-?lZ. > 7*i??/vm&T/\s=tV 

4 

[0131] CAiDf^T- ^Sig 

2 

= Sig(SK#CA, Flag||0009||0016||VN||lD ||ID ) 

3 4 

m^—^715\^ CA<Di$^SK_CA&ffiV^ E#Flag743^ ^131*387 
lO^m^^S&giJ^-i:. ^-^3^#^-VN70l£, 712a£, »J 

5 

6 

^yXASigSriSb-c^^tt^^-efeSo 
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[0132] CA©f^f- *Sig 

3 

= Sig(SK#CA, Flagl 1 00 1 7 1 19999 1 1 VN 1 1 ID ||ID ) 

5 6 

#820^43V>-C> «glj^821. 822, 823#&G8Mfc<y'l, EF^824^^*ttSliSIJ 

»glJ^825#ii&fc&iVCV^ 0 

[0134] S?3^##7-r— /VK841(C« % |iEK#liSli^-y^b800(D-ttt:ft^i-/^-v ? 3 

V#-^VN801^^$tvTV ^ 0 

/kK841Hir4, |2^Flag803ai:«J^ID 803b, |K^Flag804a^»J^-I 

D 804b, E#Flag805a£»mD 805b. E5>Flag806ai:I^SIJ^ID 806b, 
i i i 

E:#Flag807ai:WmD i 807b&tm#Flag808a£»mD 808b^*&*fi£ 

[0135] E^Flag803aif^SlJ^-ID i 803b£J2. ttJ&VX&Q, |Z#Flag803ate, ttfeir 

OMJ^-OV^-f^^^^O-efe^o E^Flag803a(Dfi:^roj-efe5i:#lc:{i, 
^•TSSRS'J^ID 803b{2 „ m*<Om\ttBl^ E#Flag803a<D{il:asrij-efc 
>tfJ&-r5»mD 803bfc£, E^^m^>MJ^-S.tFftH<D»J^ 
OV^n*^^i~o ^Oiat-*3V>-C, K#Flag803afcJ\ l"0jTfc5<£>T\ SRgiJ^F-ro 
803bte, iB*<D»JT-£r^l/CV^ 0 

[0136] m<D&#Fiaekm*mz^xi>mm-?hz> 0 

ZL<DmK3S\<^X, R9"Flag806a.S.tF807bte:, ^tfl^fh. rij-efc5<DT\ »JT" 

id soebs.t^soTbf*, ztveti* m.m<Dftm<DW®ifrRTfWcm<Dffi8ntt&is 
i 

tv^o o*<9. flftsu^iD 806bS.r^807btt, ^ti^fr, rooi3j:fcj;tf rooi5j-e 
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h%(DX\ rooi3j— rooi5jcoE^(-^tvs»JT-fi, £-t4*$Kb£*vci^o 

[0137] ^(D^oic mmmrn&\^-v^b8oo^ mm^nrnvx^^vx^. r<D 

[0138] Mx.l$. fE^ftffcte, DVI>-RAM(D£y%:U^—y-7/V*T^TX$>^Xh£^\ 

^(Dm^. mm<nMniRxfmm<DMM2tmmz.mu%mfti,tz&x\ y*- 
MmiRxfmm(D^m2K^^x, y-r/v^^— ?2oo\^ s^gtoti 

[0139] l£fc, HfffBIEMIK^f*. ^l^S^/l^*^ ^-K^V^ CD-ROM 

x MO, DVD-ROM, DVD-RAM, BD(Blu-ray Disc) , ^^£M^y 
ftb*XhZ>bVXh£\<\ 

(4) ±m<Dmm<D]&MiRxFmM<DMM2xi'£. mm.mma^<—^a>m^r(D 

[0140] (5) ±M<D%fa(DWmi RT$%n(»%m2K *5V vC K9^3S«*s % y^h<D/^- 

o 

K^^asea** wax*— Vbz^&^zMtl, y*h@#&»*frr5#HW 
i v?a>-#-§-^jti5ELr, 
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[0141] (6) ±m(DmM<DMMiRxfmm<Di&M2x^ mmizm^zf—** Rxf^r- 

[oi42] (7) ±m<Dmm<oi&mRxfmM<nj&i&2x^ mm^m^f—^^m^cA 
-*ta^ &m&m&mmLx^&titzmuttttttzmi£xh^xi>& \ 

[0143] (8) Ai^<D%M<DmMlRT$mMV>J&M2\Z.&\*X, */XTJ>&JSl\Zft*.X* &\x. 

fc^^^^^y^Bf^kbriB^^tc^iitpiE^fflyyh^^T-efco-c^j; 

[0144] (9) ±|BO^Jg0^flSlS.t^HJS^^2l31*3V vT, /^-yt^yta-^Si; 
5£LT£>£V\ DVD#3d!£gf3\ ^-y^/V^tV-^K^f^g^^AZ-e 

*j&$*v5 0 vvnn*mmz.ftx-x^ vvvum:mw.x&z>b\^xh&<\ 

o 

[0145] ^*/i/rv*^§s*tt^s**^^ 
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[oi46] *? '^^Tvm^mmn. *im bv^b&m v vc, g #^^tfesr»3u y?yyy 

[oi47] ±m(DmmmmiRumm(D^m2{c^^x, &m%rmmz.ttz_x, m 
(io)±m<Dmm(D^mKm^x, ^-i^^te, mw.x^zti, mm^t 

[oi48] wt, ±m<^mM(D : }^m^^^x, ^B>m^(oM^^Mir^>z.b\^xy). 2 
^-rmn.xh^>b\^x.^o 

<5 0 
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[oi5o] mm^mm^ mm:<Dmmm^~?*&%hirz>feMi®b. mmmmm^m 

[oi5i] mm^mmmit^hK. mm^mu £ &<D^w&%Wifzmmmmzm 

-~x\ mmmmmmn^h^ m-umf-^^H^m m.*fe®rrz>&%mt, m 
mmmmm^m^mvtcmmmbmm^T^H^mn^^ir^^b, 

[0152] r^-c% mw.mmmm*tsb^ mumf—^^-r^^ub, iifffeie^ft: 
^hm^mvtc^mmbmm^Miir^mum^-^Hmmm^m-r 

[0153] rr-C% HffBEIB^^^, mmmir-? £ 4lrhW,mirZ>b^Xi>£\< \ 

^x\ mmmmmft(Dtti?mzmmmft$:mm-rz>bL,xh£\<\ 
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[0154] mmffimmmi*. l^mmm^-^^mir^^t, mmwrnn m^m 

[oi55] — x\ ffimfffi^mmizzbK, mrn^mm £ ^(D^^mmmmmmim 
n%mz-z>tL,x-k£\<\ 

^x\ wmmmmm-itsbi^ mmmr^<DH^mm^m-r^m^t. m 
[0156] mr% mmmmmm^bi^ mmm^f-^^mir^mut, mmmmmfc 

^x\ mm^mmK mmm^-^^^hmmi-^tvxhx^o 
[0157] ^-c% mmmmmfc<Dftibmzmm mft&mm-rztLxhx^o 
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[0158] ^-c\ mtzmm<nmmm^-?<D?%<i?ts:<thi^fe, mm^mm £ M<^m 
[oi59] ^rnwfe. mmtmit&mmirzffi^mmx&z* mm^mm*. 

[oi6o] ^-c\ wimtiammm s ^<Dm^^mmmmmm^m^-r^ti^(Dmmmy £ 

Xh£\<\ 

[oi6i] ^-c% mmmmmmn^hK. mmm c 7—z<Dtti$m m&&®\-tz>&%mt, ie 
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?%mm -rzmm itmjdts^ mi£&mirzmm mtm^tmm 
m^m^tcH^mmbmm^m^mmm^-^mmm^m-^^b, 

[oi62] £/c, mmmT^?<Dtt^m&mm-tz>mmm{£x&% 0 t&imm. 

mmmy*-*&ttiMvxmm -rzmm &*mx.z> 0 mmmmmm^ mm^mm 

[oi63] *fc, t*. mmm<r-*x&% 0 mumum*?-?^ ^mm<D^\± 
z^-r?*-?^ mmmm^m^^-r^-^-m^thx^ ^ b*mwb~t 

[oi64] ^-c% Mmmmmy*~?te, mmmmmm<Dm®&&^i-y £ -?Ktti'X^ 
^<D&mztt^xmum^—?&tt j *&thZ>bL,xh£\ \ 
^x\ mmmmmir—ffe. wmmmmm(Dm^^-rv'—^M^x}^ 
fefrbfrtc&mzbic&mm : f-?ftw j 3-£ti, ^<D~^(D^xiE^^mm.x 

[oi65] mmmmmv*-*^ t^mmvx^mm'f—^m^^x^^b 
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*mw&, mmmf—fx&Zo mmmmm^—^i-t. m^sxh^b^ 
[0166] ^-c% B&iB^iiEffiT 1 -^^, ERo^-rx-^^m^, mmxh^b^-ry 

[oi67] rr-c\ mmmmmr-^. mmmmmm<Dm^}^mirr-^{cMvx\t, 
z<Di&mmvx&mm^-*i5m^£th%bL,xh£^\ 
-~x\ mmmmm-?— mmmmmrnKDm^^-r^—^^M^xit, 

[oi68] rr-c% m^mmm?*-?^ t(D^m^.Mvxmmmy £ -^m^thx^ 
vxhxw 

x% n±mm^n^mmmmmir^]}^h(D^m^mt^^b^x^ 0 ^ 
tut. fttkmmtK ^^^x^^b^ir]}^h^m^^m^ mmmm 
t*h<D^^z/v<DWi&ft^y7istc%~bfrh. ftZLmmfcxzv^h^mte&m 
bw^<D^mb&fr&xmmmm<DVxh&^mir%-bfc£mw.x%z 0 
[oi69] *yt, *&w\z£}i^ n±mmK g %<Dm$h&&^irvxhb, mm m^x&z 
mmmm<Dft®&&mmtttcfrwxh&&wi-z>z.bfrb. m^2ooy^h^i 
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v^vRxfmwrmm^irm^m^^mmvx^^m^mmv^h^tEir^ 

tcmmifo<Dm%}mmy*bi^m-rz> 0 
[oi7i] */c, ^coi5 ^«^b-c i t<tv \, m fE^y^h^ft^T, mwmw&mm-rzm 
^m^^mmvx^^m^mmv^bRxfmw^tmmi^^irm^mm^m 

■ymmit. z.fth<Dm^mm*vRT$m^m*Y\z.m^x^ it^t^M 

mmm^m^mm^b^nu &&vx\,^m®mmxb&wini,tcmmm 

[0172] ik<D£?imm.^xh^\ «&iB#y^h^ftx.T, mwmm&mmirzm 

ltv ^m^mmv^bRx^mw^^^^^m^^mm.L'X^ ^zm® 
mfcv*bfti?&'rz>kL-xb£\,\ ^—y-^/v^^—^Rm^ymm^ ^ 
bomzhmmvxK m^mmv^bRxfm^mm^Hcm^^x, mm&mm&R 
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ffi-^^J^6^{c s *3rJK<0#»£fiy;*h&Bi#U ^SliSy^hSrftff 
iS^^S&Sey^M-Hff-rSi:^^, &§rJ!K<E>&S$J^gy*hSrEi#U {fcjSLT 

v^^^ey^h^^bfcSffiss^^^ey^hf-Mffb, s^f^^ 

[0174] (13)^PJ^^^miiEV^A^ x SfT^«J^»/5W^V^m^«t->PJ-t- 
«y^hOH*fSr. MSfi a #©y^h^>H*f^l^INp^ff 5, fc£VM3:y;*h£#£— 

[0175] i£fc, Huia^VtV— ^n^^XteffilB^v^/Wl -$§-£r=:/fc^— * 

tm^^tt) RTtBfcfE&ji&ft:, 0»Rfcf , 7l/^^f^, Rt^**, CD-RO 
M, MO, DVD, DVD-ROM, DVD-RAM, BD(Blu-ray Disc) , ^ajffc^ey 



WO 2005/052802 



48 



PCT/JP2004/017415 



[0177] ffimyvy^wm^vfsi'm^&Mtzm^ 

o 

(l5)±mnMmmRXf±.mmMmttn^frm&&tt%t^Xh&\ 

[ons] ^m^mm^-^mm. &jrm, aytv-^n^A, =^tv-* 
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-rm^yy^v^b^wvxm. 

mm%.m^m-i. ^n\.t^mwMY^m^y^^Y^mu^^m^±.m^ir^ 
r b*w&b-rz>mimi ^mm^m^mmo 
[4] mmnmmit. mn^nmmxm. 

-rmm-T'yy^j^h^nL-xm, 
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[5] mmmm&nmwn, mn^mm-r^tcmcm^^ti^mmmm^n^xmm^ 

[7] mmmmm.mmm^ ^^^m^mm^ti^mm^m^^^ik 
m&mmmxhz 

zbzwmbttmjkmKmmnmfemWo 

mmm2m.^n. mmm2 j mitmmb^x, mm^w^m^m^tix^^mm 
mmi®fe.mi'<—i?3>&^bm2s<~i?3i'%r%-b$:ttm-rz 
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Mmfrv^hvxhtmmy^yfv^htiz,— &bL,xim<D})xbfribffit$.£ft% 

^9^v^b^m^^xMMmmm^^^ir^mmmmbmmM^b^ 
bm^tizmm^^xh^x, 

\zj&%-tz>mi?^®Lb. 

m^%^^&b&mtt^b&¥?mbttmm^^j*o 
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[i6] *rti£-e&«9, n^-dm^^^-ry^y^v^hx-ho 

[is] zf^yy-vxh&m\< ^xtt^mmm^fr&mmttmfemmxm^btizwfe 

mm^^vv^h^mi-^m^mir^m^^y^b, 

tm^^mft^y-fb 
[19] w^ttu ^K°~—?mfrm^mtemmmmzmm£tix 
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V^5 

[20] mu^^^-^n^yM^ mmmzm&btixmmztiz 
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